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SUBMISSION TO INFORMATION AND COMMUNICATION TECHNOLOGY DIVISION
ON
DRAFT CYBER PROTECTION (AMENDMENT) ACT 2026

24 September 2026

1. This submission sets out BLAST’s comments on the Draft Cyber Protection (Amendment) Act 2026
(‘the Draft Act’) in response to the public invitation published on its website by the Information and
Communication Technology (‘ICT’) Division, Ministry of Posts, Telecommunications, and Information
Technology.

2. BLAST recognises that legal protections are needed against online harm and abuse, particularly for
women, children, and vulnerable groups. Any such protections must be consistent with the State’s
obligations under the Constitution, and international human rights law, in particular the right to freedom
of expression, which includes the right to receive and impart information.

CONCERNS:

3. BLAST is concerned that the Draft Act has been prepared without adequate opportunities for public
consultation and for expert scrutiny, and without incorporating the lessons learned from the experience
of the use and abuse of cyber offences as defined in previous law (such as s57 ICT Act, DSA and CSA.

3.1 VAGUELY WORDED OFFENCES BREACHING CERTAINTY PRINCIPLE:

The draft proposes introducing or retaining several vaguely worded speech-related offences,
including defamation, maligning, bullying, rumour, and misinformation, which are inconsistent with
the principle of legal certainty, meaning laws must be clear, accessible, and predictable in their
application.

3.2 CHILLING EFFECT ON FREEDOM OF EXPRESSION:

The vague and broad language of these offences allows for their arbitrary use and would prohibit
legitimate expression, undermining the right to freedom of expression under the Bangladesh
Constitution and Article 19 of the ICCPR. The former UN Special Rapporteur on Freedom of
Expression emphasised that freedom of expression protects ideas that may "shock, offend or disturb",
warned that vague "false news" laws fail the legality, necessity and proportionality requirements of
Article 19 and criticised similar DSA and CSA provisions; and urged Bangladesh to replace criminal
defamation with narrowly defined civil defamation. The 2022 UN Secretary-General's Report found
that "fake news" laws across 83 countries have restricted legitimate speech and the exchange of
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information. ' Human Rights Council Resolution 45/18 warns that overbroad defamation and
misinformation laws can be used to criminalise journalism and suppress legitimate expression. The
UN Human Rights Committee urged States to decriminalise defamation and has stated that
imprisonment is never an appropriate penalty for defamation; and in March 2025 and April 2026 UN
Special Rapporteurs and experts reiterated concerns about the misuse of overbroad laws to
criminalise expression in Bangladesh.

3.3 BROAD BLOCKING AND REMOVAL POWERS:
The draft empowers the ICT Division and other government-approved agencies to block or remove

content on vague and over-broad grounds, including for “defamation”, “maligning”, “rumours”,
“misinformation”, and “insult to the state”.

3.4 REMOVAL OF SAFEGUARDS ON BLOCKING AND REMOVAL:

The draft proposes three provisions weakening existing safeguards against abuse of powers of
blocking and removal. First, it removes the requirement to obtain approval for the Cyber Tribunal to
approve blocking content within three days after the blocking. Second, it removes the requirement to
restore the content where a blocking request is not approved. Third, it removes the obligation to
disclose the blocked content;

3.5 EXECUTIVE DOMINANCE ON CYBER PROTECTION COUNCIL:

The draft proposes expanding the composition of the National Cyber Protection Council to include
three more ministers and two secretaries, while removing the Chairperson of the National Human
Rights Commission;

3.6 EXPANDING POLICE POWERS TO ARREST WITHOUT WARRANT:

The proposed speech-related offences in section 25, such as defamation, maligning, ad bullying, are
made cognizable, meaning any police officer can arrest a person without warrant in connection with
any allegation of their committing such an offence;

3.7 OVERLAPPING FORUMS FOR REMEDIES:

The draft provides for certain offences under the CSA to be triable by the Cyber Tribunal and others
by the First Class Magistrates. Similar technology-related offences, including online expression
offences, could be subject to different procedures, safeguards and evidentiary standards depending
on the court, increasing the risk of inconsistent or arbitrary enforcement; and

3.8 RISK OF CORPORATE LIABILITY:
The draft would expose the media, civil society organisations, and others to the threat of
disproportionate corporate liability including cancellation of registration for speech-related offences.

1 “Countering disinformation for the promotion and protection of human rights and fundamental freedoms: report of
the secretary general”, United Nations General Assembly, 12 August 2022,
https://documents.un.org/doc/undoc/gen/n22/459/24 /pdf/n2245924.pdf
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RECOMMENDATIONS

4. BLAST accordingly makes the following recommendation to

4.1 MEANINGFUL PUBLIC CONSULTATION: Extend consultation period and actively seek
responses from journalists, rights organisations, legal,s, technology and cybersecurity experts, and
people affected by online harms;

4.2 REMOVE VAGUELY WORDED SPEECH OFFENCES: remove the proposed speech
offences relating to defamation, maligning, bullying, rumour, misinformation

4.3 ADOPT HARM-BASED OFFENCES to ADDRESS ONLINE ABUSE: Define offences
related to serious or repeated cyber harassment, credible threats, and cyberstalking;

4.4 REMOVE BLOCKING POWERS FROM THE EXECUTIVE AND STRENGTHEN
OVERSIGHT: do not expand executive blocking powers, narrow the grounds for blocking, retain
prompt Tribunal oversight, strengthen duty to disclose the blocked content, and ensure timely
judicial scrutiny of blocking decisions;

4.5 ENSURE INDEPENDENCE OF CYBER PROTECTION COUNCIL: strengthen the
composition and independence of the Council by including members with human rights,
cybersecurity, and technology expertise;

4.6 REMOVE POLICE POWERS OF ARREST WITHOUT WARRANT FOR SPEECH
OFFENCES: ensure that proposed speech-related offences such as defamation, maligning,
bullying, rumours, and misinformation are not made cognizable.

4.7 STRENGTHEN CYBER TRIBUNAL JURISDICTION AND CAPACITY: do not provide
jurisdiction to try offences under the Act to two different courts. Instead, strengthen the Cyber
Tribunals, including increasing the number of Tribunals and providing specialised judicial training;
and

4.8 EXCLUDE CORPORATE LIABILITY FOR SPEECH OFFENCES: remove the
application of corporate criminal liability to speech-related offences to avoid disproportionate
impacts on media and civil society organisations.
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